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. MOTIVATION maximally limit the damage imposed by the attacker. The
ahswers in both cases depend on the network parameters such

substantial threat to the wireless computing infrastmectu a5 communication ranges of the nodes, mobility parameters,

Malware can be used to launch attacks that vary from tﬁ‘gd also the counter-measure parameters such as the rates of
less intrusive confidentiality or privacy attacks, suchraffic updates of security patches, etc. While identifying fundatal

analysis and eavesdropping, to the more intrusive metlnads tl'm'ts of the attack (defense, respectively), we assumethiea

either disrupt the nodes normal functions such as those GpuNter-measure (attack, respectively) parameters arseoh

relaying data and establishing end-to-end routes (erbele statically and are known to the attack (defense, respégtive

attacks [1]), or even alter the network traffic and hencerdgst The last step in the mv_es_tlgatlon Is to determine the attack_
the integrity of the information, such as unauthorized asceand counter-mgasure_ pO|I.CIeS when both are chosen dynami-
and session hijacking attacks [2], [3]. Malware outbredkes | cally, and reactively (i.e., in response to each other).
those of Slammer [4] and Code Red [5] worms in wired

Internet have already inflicted expenses of billions of aisl|

[ ir after the vi idly infected th ds dith
In Tepalr ater te irlses rapicly iniet’ed Housanas Oeflclom nodes that are infectednfective3 and those that are

within few hours. New investments have increasingly be | ble. but not vet infected Hblos Wi i
directed toward wireless infrastructure thanks to the dapYu nerable, but not yet infecte scepti ?).S ¢ consider a
[nicious worm that may (i) eavesdrop, (ii) analyze, @iier

rowth of consumer demands and advancements in wirel®& . . / h .
d destroy traffic and (iv) disrupt the infective host’'s nam

technologies. The economic viability of these investmenfs

is, however, contingent on the design of effective securigl}mtionS (such as relaying data or establishing routa], a
céuntermea’sures venkill the host, that is, render it completely dysfunctional

The first step in devising efficient countermeasures is {8ea(). This killing process may be triggered by performing

anticipate malware hazards, and understand the threats tﬁeCOde which |an|cts. irretrievable hardware damage. For
pose, before they emerge in the hands of the attackers .tgnce, Chernobyl virus [10] coulld re-flggh the BIOS, cor-
Recognizing the above, specific attacks such as the wormh Bt'ng the bootstrap program r_equwed '.[0 '”'“a"z¢ thategn.

[7], sinkhole [1], and Sybil [8], that utilize vulnerabilits in | e WOrm can determine the time to kill, or equivalently the
the routing protocols in a wireless sensor network, and th ?te of killing the hosts, by regulating the rate at which it
counter-measures, have been investigated before they Q%ers such codes.

sctuly nched In s dsseraon esearch, e utso OISLIESS0S a4 1e uneles b nsalng ey
complementary but closely related goals of (i) quantifyin? P 9

Malicious self-replicating codes, known as malware, po

Il. SYSTEM STATE EVOLUTION
Worms spread during data or control message transmission

fundamental limits on the damages that the attackers cact inf tta(_:ks, by rectlfylng the”f underlying vulnerability, tweal .
he infectives of the infection and render them robust agjain

by intelligently choosing their actions, and (ii) identi .

y rgently g ' (i) fig fgture attacks. For instance, for SQL-Slammer worms [11],
the optimal actions that inflict the maximum damage on th hile StackGuard programs [12] immunize the susceptibles
network. Such quantification is motivated by the fact th removing the buplzfergoverflow vulnerability that the wgrms
while attackers can pose serious threats by exploiting t grer g the . y :

T . .~ exploit, specialized security patches [13] are requiredeto
fundamental limitations of wireless network, such as ledit . :
. o : move the worm from (and thereby heal) the infectives. Nodes
energy, unreliable communication, constant changes ial{top . .
that have been immunized or healed are denoteda@wered

ogy owing to mobility [9], their capabilities may well be : . . .
limited by the above as well since they rely on the sa Lgrosr’e qf?:{;ﬁgg ;nsevzh?.:h?ratt?ﬁ \{\r/\c;rn;t;tlgso;h;nmr:?g(t;tye
network for propagating the malware. : unty-p ! : v

) . . ) changes to dead or recovered. States of susceptible nodes
Our next step is to characterize maximum efficacy defen

S . . .
attained by intelligent and dynamic choice of counter-rneas c‘ln’fange to infective or recovered depending on whether they

. o . communicate with infectives before installing the segurit
parameters such as immunization rates and reception gains : .
aiches. Note that the counter-measures incur costs, since

of nodes that are yet to be infected. This is motivated He patches must be obtained through the bandwidth-limited
the fact that the choice of counter-measure parameters IS

constrained by the inherent resource limitations in thevaek. W|rele_ss media involving energy-expensive communicaion

. . ; aqd different patches potentially incur different costpeted-

We also seek to identify the optimal counter-measures tha . : i

INg on whether they treat susceptibles or infectives. Thus,
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I1l. DECISION PROBLEMS OF THE ATTACKERS the limited transmission and processing resources such as
The goal of the attacker is to infect as many nodes agectrum and energy. An example of such a predicament in

possible, and use the worms to disrupt the hosts as well 45ed neétworks was experienced in the case of the outbreak
the network functions, while being cognisant of the counte! WWelchia [16], [17]. Welchia, a variant of Blaster worm
measures [14]. Killing an infective host sooner rather theﬂ?‘elf’ was designed as a counter-worm to defeat .Blastelzr, t.’u
later maximally disrupts its functions and thereby inflict!{S uncontrolled propagation proved even more d|sruptn/_e_|
damage on the network right away, but also prevents it frofgMs of crashing and slowing sy;tems. A_n Important demsp
propagating the infection in the network and performing ilroblem of.the counter-measure is to decide _the rate at which
other baleful activities. Deferral of killing, on the otheand, SUCh security patches should be propagated in the system. We

may allow the host to be healed of the infection before it cipnsider two different settings for dispatching and disttion
be killed, or infect other hosts. It is therefore interegtio of the security patches in a mobile wireless network. In the

determine the instantaneous rate of killing that maximthes [Ir'St model, a number of mobile (or stationary) agents pre-
damage inflicted by the worm. loaded with the security patch deliver the security patcbrup
Another important decision of the worm pertains to it contact_ with a functioning node which ha_s not received
optimal use of the available energy of the infective node@.e securlty.patch yet. In the second scenario, the rgcseptor
The infectives can accelerate the rate of spread of the wofththe Security patch themselves propagate the securighpat
by increasing their contact rates with susceptibles byctialg by forw_ardmg it to other susceptible or infective npdes. We
higher transmission gains and media scanning rates. SUERPECtively referthO thesi th m_o_cielsr?-hproga?atlvmndl_
choice however depletes their energy reserves which é]rré)ﬁagatlvepar:c ings. The ‘;C'S'O” of t ef he ense policy
limited as those of any other nodes in wireless networksghvhi!S that at each given time, what portion of the propagators

in turn limits the spread of the infection and also their <[>thé)'c the secu_rlty patch, opatchers are actlvated,. and the
functionalities such as eavesdropping, traffic destragttc. rates at which they should transmit the security patches.
Activation of more of such nodes and increase of their rates

of transmission accelerates the spread of the securityhpatc
however, at the expense of consuming underlying resources
The counter-measure focuses on the containment of infed-the mobile wireless network such as the ever-demanded
tion in a mobile wireless network. Several wireless prapert bandwidth, battery and process time of the nodes.
enhance the severity of the infection. However, these wniqu
features can also be utilized to contrive new counter-nreasu
against the spread of the infection. An infected node can , .
transmit its infection to another node only if they are i Formulation of maximum damage attack
communication range of each other. We propose to quarantiné-irst, we construct a mathematical framework which co-
an infection by regulating the communication range of thgently models the effect of the decisions of the attackers on
nodes. Specifically, the reception gain of the healthy nodte state dynamics and their resulting trade-offs through a
can be reduced to abate the frequency of contacts betweendbmbination of epidemic models and damage functions [18].
mobile nodes and thus suppress the spread of the infectionSpecifically, we assume that the damage inflicted by the worm
fact, there is an interesting analogy between the spread ofa cumulative function increasing in the number of infdcte
worm in mobile wireless networks and a biological epidemiand dead hosts, both of which change with time. We allow
in a human community. During a biological virus outbreakhe function to be fairly general, in that it can be eitheeén
individuals might choose to restrain their contacts witke thor non-linear, and consider that the worm seeks to maximize
rest of the society. This abstinence decreases the chancehef damage subject to satisfying certain constraints on the
getting infected, at the expense of deterioration in thdityua energy consumption of its hosts by dynamically selectisg it
of life: a decrease in the rate of communication between thiling rates and energy usages of its hosts while assuming
members of the society hampers their ability to fully pemfor full knowledge of the network parameters and the counter-
their daily tasks [15]. Such a trade-off also exists in theecaf measures. The maximum value of the damage function then
a mobile wireless network: reducing the communication eanguantifies the fundamental limits on the efficacy of the worm,
of nodes can deteriorate the QoS offered by the network, @articularly, since we assume that the worm has complete
the end-to-end communication delay increases. The defeksewledge of all the contributing factors, and uses optimal
needs to choose the reception gain of the nodes (that is, dgnamic strategies. The damage maximization problem turns
the nodes whose reception gains the defense can control -dé to be an elegant optimal control problem which can
ones that are yet to be infected) so as to optimize the tradeloé solved numerically by applying Pontryagin’s Maximum
between QoS and damage due to infection. Principle [19]-[21] - an effective tool that so far has been
The susceptible nodes can be immunized and infectives aarely used in the context of network security. Both the
be healed through security patches. However, the disimibut formulation and the tools constitute novel contributiomshis
of the patch relies on the same resources of the netwockntext.
Hence, the propagation and dispatching of a security patchSecond, we seek to answer the natural next question of
if not carefully controlled, can become a menace itself Whiovhether in practice the worm can indeed inflict the damage
threatens to deteriorate the function of the network bynigxi quantified above, or the above quantifications constitutg on

IV. DECISION PROBLEMS OF THE DEFENSE

V. SUMMARY OF THE RESULTS ALREADY OBTAINED



theoretical upper bounds. Specifically, if the optimal pels and a cost function [24]. As in the attack model, the cost
that inflict the above maximum damage are complex to exedlicted by the worm is a cumulative function increasing in
cute, then the worm may not be able to execute them since thileg number of infected and dead hosts, both of which change
are limited by the capabilities of their resource constédin with time. The network administrator seeks to minimize the
hosts as well. Towards this end, we investigate structufesamst by dynamically selecting the activation rate of thepats
the optimum policies for the worms. Our results are sumgsi assuming knowledge of the network parameters and the propa-
and have negative connotations from the counter-measugasion parameters of the worm. The cost minimization proble
point of view since we show that an attacker can inflict this cast as an optimal control problem which can be solved
maximum damage by using very simple decisions. We firsumerically by applying Pontryagin’s Maximum Principle.
investigate the case where the worm selects the killingsrate Second, we investigate whether the optimal policies that
dynamically and the energy consumption strategies stigticainflict the above minimum cost are complex to execute, which
(i.e., once at the beginning of network operation). We prowsuld turn them impractical to implement in reality. Towsard
that the optimal killing rate has the following simple stwre: this end, we investigate structures of the optimum polifdes
until a certain time (which can be zero depending on thhe defense. Our results are promising: we show that minimum
network and counter-measure parameters), the worm does oxgrall cost is archived by executing very simple strategie
kill any host, and right after that, it annihilates its hosats In both non-propagative and propagative models, we prove
the maximum possible rate until the end of the optimizatiathat the optimal activation of dispatchers has the follavin
period. Thus, the first phase is wmassthe infectives and simple structure: until a certain time (which can be the end
then arrives theslaughtertime. The result carries a qualitativetime depending on the network and worm parameters), the
cautionary message for countermeasures as well: an aplyaresictivation is performed with maximum rate and right afteatth
inoffensive malware with little to no disruptive behaviorght till the end of the period, no dispatcher is activated. Inropt
well be stacking infective hosts for the imminent carnage. kcontrol terminology, we have proved that the optimal sgate
optimal control terminology [19]-[21], we have proved ttia¢ has abang-bangstructure, that is, at any given time, the
optimal strategy haslaang-bangstructure, that is, at any givenactivation rate is either at its minimum or maximum possible
time, the killing rate is either at its minimum or maximumvalues, and has at most one jump which necessarily ternsinate
possible values, and has at most one jump which necessaaifythe minimum possible value, which is zero. Again, the
culminates at the maximum possible value. Optimality o$ thoptimality of this simple strategy for this nontrivial priein
simple strategy for this nontrivial problem is in fact quitds indeed surprising.
surprising.
We next investigate the complementary problem where VI. FUTURE RESEARCHAGENDA

the worm selects only the optimal energy consumption r_ateWe propose to explore the scenario in which both the
dynamically. We prove that when the energy consumption .

. : : alware and the network operator select their control param
costs are convex the worm's optimal energy consumption f&%rs dynamically. The evolution of the states of the networ
is a decreasing function of time. Thus, the worm seeks tainfe y Y-

as manv hosts as possible earlv on by selecting the maximde ends on their decisions jointly. Malware and Network are
y P y y 9 us playersin a (finite time) non-cooperative differential

possible values of the media scanning rates and transmissio - .
—gamewhere each one of them seek to maximize their personal
ranges, and thereafter starts to behave more conseryatl\ge"il

. . . ayoffs
so as to satisfy th_e energy consumption constraints. - Uwe will try to identify the Nash Equilibria, and the strucalir
numerical computations reveal that when both the Kkillin ' . o o
. .groperties of optimadtrategiedn a Nash Equilibrium, through
rates and energy usages are selected dynamically, theabpti . : .
. analysis and/or numerical computations.
strategies follow the above structures as well.

VIl. RELATED LITERATURE

B. Formulation of the Maximum Efficacy Countermeasure Detection and containment of malware in mobile networks

1) Reception Gain ReductionWe propose an optimal from a practical viewpoint, one can consult with [25]. [26]
control framework to characterize the trade-off betwees tltombined a deterministic worm propagation model with a
containment efficacy and communication capabilities of ttgame theoretic process that involves learning, in order to
nodes, by reducing the reception gain of the susceptibléscorporate decisions of users about whether or not tolinsta
Using Pontryagin's Maximum Principle, we devise a framea security patch in a wired network. [27] introduces heigrist
work for computing the optimal communication range as strategies for dynamically adjusting the transmission groof
function of infection level in the network. We identify seaé attacker nodes in wireless networks.
structural characteristics of the optimal solution by ekdany Controlling the spread of the worm by reducing the rate
the analytical properties of the solution for differentsdas of of communication of nodes (i.e., rate-control-based mea-
the cost function [22], [23]. sures) [28], [29], or the humber of communications [30], are

2) Immunization:We first construct a mathematical framethe closest analogs in the wired networks to reducing the
work which models the effect of the decisions of the defeneemmunication range of the nodes in the wireless networks.
policy on the dynamics of the spread of the worm and thelthe work in [28] is based on heuristics and simulations. [29]
resulting trade-offs through a combination of epidemic glsed only considers a static choice of the reduced communication



rate, whereas we allow the communication range of the nodey
to be dynamically modified over time as the level of infection
evolves. [30] proposes a worm containment strategy Whighl]
limits the total number of distinct contacts per node over
the containment cycle. However, this work only applies 132
the initial phase of infection and their countermeasure is
ineffective once the epidemic starts. [31] and [32] conside

both propagative and non-propagative patching where the
. . . . . ] Symantec, “W32.sglexp.worm,” (02.13.2007).
parameters are fixed and investigates the final (respegtiv 4]

maximum) number of the infective in the system as the
performance metric of the patching scheme. However, tHé&l
patching rate is assumed constant, whereas in our model,[\i\é?
consider dynamic patching policy and a general cost.
Interestingly, tools from the optimal control theory sucht’]
as the effective theorem of Pontryagin maximum Principle
has rarely been used for analyzing network security. Optima
control has been applied in [33] for a delay tolerant energi}8l
constrained wireless network with two-hop routing where
single source tries to transmit a packet to a destinatioarbef

a deadline. [33] shows that the optimal transmission a
activation policies follow a threshold-based structure.(are

il

[21]

bang-bang with one jump only.) However, the dynamics 2]
the number oinfectivenodes (i.e. nodes which have received
the packet) is not representative of an epidemic behavige (d
to the restriction of a two-hop routing assumption) and thyzs]
their results cannot be applied in our context. [34] conside

a similar setting and investigates epidemic model as well as

24]

a two-hop model and provides the optimal forwarding rate @f5]

messages to follow a bang-bang rule as well. However, the

results are shown for anonotonicepidemic model, which
means that none of the infectives loose their infection. In

contrast, in the context of security, we ought to assu
that there are countermeasure mechanisms which remove

infection, apart from possible mortality.
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