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Abstract— In this paper, we present new results on network er- coding for the related problem of correcting adversarialeno
ror correction with unequal link capacities. We consider network  errors was independently and concurrently shown in [10]}.[1

error correction codes that can correct arbitrary errors occurring In this paper, we present the following new contributions
on up to z links. We find the capacity of a two-node network ' '

with multiple feedback links and show how feedback links canbe ¢ We find the capacity of a two-node network with multiple
used to increase the error correction capacity. We propose a new feedback links and show how feedback links can be used
cut-set upper bound for general acyclic networks, and show its to increase the error correction capacity (Section lll).
tightness for a family of four-node acyclic networks when each « We propose a new cut-set upper bound for general acyclic

backward link has enough capacity. For a more general family . - .
of zig-zag networks, we present conditions under which our networks that tightens our previous bound (Section IV).

upper bound is tight. Finally, we propose an approach for high- « We consider a four-node acyclic network as a simplified
probability network error correction with a causal adversary. model of arbitrary acyclic network and show the tightness
of our bound when each feedback link has enough

capacity (Section V).
I. INTRODUCTION o We consider a more general family of zig-zag network
and present a condition under which our bound is tight

Yeung and Cai introduced the network error-correction  (section VI).

problem [1], [2] with unit link capacity. They generalized , we propose an approach for high-probability network

the Hamming bound, the Singleton bound, and the Gilbert-  error correction with a causal adversary (Section V).
Varshamov bound from classical error correction coding to

network coding. In [3], [4], classical notions of the Hamigin Il. PRELIMINARIES

weight, Hamming distance, minimum distance and variousWe consider communication network represented by a di-

classical error control coding bounds were generalizedh witected graphG = (V,£). Source nodes € V transmits

unit link capacity. In [5], [6], network error correction dar information to the sink nodes € U/. We user(a, b) to denote

probabilistic assumptions was studied. Network erroremrr the capacity of edgda,b) € £. We assume that the code

tion for non-coherent network coding was developed in [7§lphabet is equal t6'F'(¢) for some prime powey. We regard

[8]. In these previous works on network error correctiorg than error vector in each link € £ as set ofr(l) symbols in

authors assume unit link capacity. GF(q), where the outpuy; of link [ equals the modulg sum
Network error correction with unequal link capacities wasf the inputz; to link I and the erroe; applied to linkl. We

studied in our previous work [9]. In the case with errorssay that there are error links in the network ife; # 0 on 7

there is a loss of generality in assuming that errors ocdclimks.

independently on the unit capacity edges. For any lirk Definition 1: A network code isz-error link-correcting if

the network with capacity, » symbols can be transmitted onit can correct anyr adversarial links forr < z. That is, if

1. If an adversary controls this link, it can corrupt some or athe total number of adversarial links in the network is at imos

of the symbols transmitted across the link. The capacity ofza then the source message can be recovered by all the sink

network consisting of parallel links with arbitrary capses nodesu € U.

and a generalized Singleton upper bound for general neswork Let (A, B) be a partition of), and define the cut for the

were given in [9]. Also it was shown that linear coding igartition (A, B) by

insuﬂicita_nt in general_and that even for a single_ source _and cut(A,B) = {(a,b) € £ :a € A,b € B}.

single sink network, it may be necessary for intermediate

nodes to do linear coding or nonlinear operations. This i&t(A, B) is called a cut between two nodesaindb if a € A

unlike the equal link capacity case, where coding only at tleendb € B. Let C'S(a,b) denote the set of cuts betweerand

source and forwarding at intermediate nodes suffices forbaThe links incut(A, B) are called the forward links of the

single source and sink. The necessity of nonlinear netwoclt. The links(a,b) for whicha € B, b € A are called the



that can be sent reliably. WheX is sent along forward links
and leftmostz links are adversarial, adversary chang€s
to X' = (v, s Yln/2]> Tln/2)+1s - x,) SO that first|n/2]
bits of X’ are the same as that af. Similarly, whenY is
sent along forward links and rightmostinks are adversarial,
adversary changeg to Y’ = (y1, ., ¥|n/2)> T n/2]+1> - Tn)
so that lastn/2] bits of Y’ are the same as that &f. Then
sink receives the same observations for the two codewords.
Since information on feedback links is determined by what th
sink receives, source also cannot get any different inftiona
from feedback links. Thus the two codewords cannot be
distinguished and this contradiofs > 0.

Case 2)n > 2z.

We first show the converse. If theadversarial links are all
forward links, then the capacity is less than or equak tez.
If all m < z feedback links are adversarial, the remaining
network is a two-node network composedofunit capacity
forward links with z — m adversarial links whose capacity is
n — 2(z —m) from [2].

Now we describe the strategy for achievability as follows.

Case 2) - 1I)m < z/2.

Step 1) In each time slot, the sourgesends an(n,n —
2(z—m)) MDS code on the: forward links. Sincen < z/2,
[1l. TWO-NODE NETWORK WITH FEEDBACK LINKS n—2(z —m) < n—z. Thus for any received signals, there
exist n — 2(z — m) uncorrupted signals. If al(n72(’;m>)
subsets of received symbols decode to the same message, this
In this section, we consider a two-node netwdrkvith n  message is correct. Otherwise, the sink sendsitiheceived

parallel unit capacity forward links and feedback links with signals to the sourceon each feedback link using a repetition
arbitrary capacities. We us€ to denote the error-correctioncode.

Fig. 1. Two-node networlg with n forward links andm feedback links.

feedback links of theut(A, B). The capacity of a cut is the
sum of the capacities of the forward links of the cut.

A. Equal link capacities

capacity in this two-node network with adversarial links. Step 2) As in Example 1, based on the received information
In following lemma, we show that information from feed-on each feedback link, the source tries to identify the bad
back link can be used to increase the capacity. forward links. Thus, for each feedback link, the source inista
Example Ll:lf n=3 andm=z2=1, C =2. a claim regarding the location of forward adversarial links
The strategy achieving rate 2 is as follows. which is correct if that feedback link is not adversarial.
The source sends:;, b;, a;+b;) in each time slot = 1,2, ... Step 3) This step consists of rounds, each composed of

on the three forward links. At each time stefsink looks atits a finite number of time slots. In théh round, the source
received symbol(a;, b;, ¢;). From any subset of two symbols,sends the claim obtained from tlith feedback link together
it gets a possible answer far; and b;. If all three answers with what it received on that feedback link to the sink. This
match, then this answer is correct and the adversary has indbrmation can be sent reliably to the sink using a repmetiti
changed the symbols on forward links. code because — 2z > 0. If what the source received matches
If for some: the answers are different, one of forward linksvhat sink sent, théth feedback link was not corrupted and
is adversarial and feedback link is not. Then sink can settte associated claim is correct. Using this claim, the sink
back(a;, b;, ¢;) to the source reliably. The source will identifycan decode the message as well as identify at least one of
the adversarial link and inform the sink using a repetitiodes the forward adversarial links. If alin feedback links were
on all three forward links. Since = 3 > 2 = 2z, sink gets the corrupted, the sink knows that there are only m forward
location of adversarial link reliably. This happens onlycen adversarial links and since we are usingman — 2(z — m))
since from then on, the sink can just ignore adversarial liMUDS code the message is correctly decodable at the sink.

Therefore, we achieve rate 2 asymptotically. Note that we only need to use above scheme the first
Now we consider multiple feedback links and find the errogm times the sink sees inconsistency at step 1. The reason
correction capacity in following lemma. is that from steps 1)-3), the sink either figures out that all
Lemma 1:If n < 2z, C = 0. Otherwise,C = min{n — feedback links are adversarial or identifies at least ongdut
z,n—2(z—m)}. adversarial link. If all feedback links are bad, they areoigml
Proof: Case 1)n < 2z. and the(n,n — 2(z — m)) MDS code gives us the correct

Suppose that alt adversarial links are among the forwardbutput. If there aré: < 2m forward adversarial links, after the
links and C > 0. We show a contradiction. Sinc€ > 0, first k times the sink sees inconsistency at step 1, all forward
there are two codeword¥ = (z1,..,z,) andY = (y1,..,y,) adversarial links are identified subsequently and no farthe



inconsistency is seen among the remaining forward linkd.0] for node problem of correcting adversarial node etrors
Otherwise, when there are more tham adversarial links, Lemma 2: [9, Lemma 2] (Generalized Singleton bound)
the sink finds2m forward adversarial links and ignores themConsider anyz-error correcting network code with source al-
Then from [2], the rates — 2m — 2(z — 2m) = n —2(z —m) phabetX in acyclic networkG. Consider any se$ consisting
can be achieved using the remaining forward links only.  of 2z links on a source-sink cu€ such that none of the

Case 2) - 2)n > z/2. remaining links on@ are downstream of any link i¥. Let

In each time slot, the sourcesends ann,n — z) MDS M be the total capacity of the remaining links. Then
code on then forward links. For any receivedh signals, log |X| < M -1
there existn — = uncorrupted signals. If al," ) subsets of 0g|X| < M -logg.
received symbols decode to the same message, this message is
correct. As in the case 2) - 1), from steps 2)-3), the sinkeeith A subset of links inS is said to satisfy thedlownstream
concludes that all feedback links are adversarial or ifiesti conditionif none of the remaining links o) are downstream
at least one forward adversarial link. If alt feedback links of any link in S.
were corrupted, there are ondy-m < z/2 bad forward links  In this section, we give a tighter cut-set upper bound for
and subsequently only the forward links are used to achieyeneral acyclic networks.
the raten — 2. Otherwise, the above scheme is used at mostGiven aQ = cut(P,V — P), let Q¥ denote the set of
z times inconsistency is seen at step 1, after which the sifédedback links of the cut. Given a set of < z feedback
has identified all bad forward links and the remaining forvaninks W c Q* and a set ok < z —m forward links F C Q,
links suffice to achieve rate — z. B we useN.", (Q) to denote the upper bound obtained from
Lemma 2 withz — m — k adversarial links on the cup after

B. Unequal link capacities erasinglV and F' from the graphg. Let
Here we generalize the above equal link capacities result to

the unequal link capacities case. N km(Q) = (Feo ‘glli:f}c<z_m} {WCQRHl%:mq}NZk%(Q)
Theorem 1:Consider a two-node netwotkwith k forward ST ’ h
links andm feedback links of arbitrary capacities. There aréhen we defineV.(Q) as follows.

at mostz adversarial links in this network. Ld?,, denote the N.(Q)= min  min N, pm(Q).
sum of thep smallest forward link capacities andthe sum - 0<k<z—m0<m<z
of the forward link CapaCitieS. The error correction Capﬂ Lemma 3: Consider anyz-error Correcting network code
0 if k<92 with source alphabeX in acyclic network.
¢= min{ Dy, Dy_o(z—m)+} ifk;2z log | X| < mln mm {N( )} -loggq
Proof: We use the similar proof in Lemma 1 for the case U QeCs(

k < 2z. Suppose thaC' > 0 and we show a contradiction. ~ Proof: For any CUtQ € CS(S u), the adversary can
Since C > 0, there are two codeword¥ andY that can be choose to erase a 98t C Q' feedback links and a sét C Q
sent reliably. WherX is sent along forward links and leftmostof forward links whergfW| =m < z and|[F| =k < z —m.

= links are adversarial, adversary changégo X' so that the APplying Lemma 2 onQ after erasingV’ and I gives the
outputs of leftmostn/2] links of X’ are the same as that ofupper boundV3"" (Q). By taking the minimum over all such
Y. Similarly, whenY is sent along forward links and rightmostcuts, we obtain the above bound. u
z links are adversarial, adversary chande Y’ so that the ~ The following examples illustrate how above upper bound
outputs of rightmostn/2] links of Y’ are the same as thattightens generalized Singleton bound. We first consideua fo
of X. Then the two codewords cannot be distinguished af@de acyclic directed networks as shown in Fig. 2. In each
contradictsC' > 0. example, there are sufficiently large number of large cayaci

Consider the caske > 2z. We first show the converse. Whenlinks from S to B, and from A to U, respectively, such that
sink knows > adversarial links are the largest capacities information fromS can be sent reliably t& and information
forward links, the maximum achievable capacity fi,_.. from A can be sent reliably té/. There are feedback links

When all feedback links are adversarial, we can achieve Vith arbitrary capacities frond to B.
MOSt Dy, 22— )+ - When we compute the generalized Singleton bound, for any

For achievability, whenn < z/2, source sendgén, D;,_.) Cut Q, we choose and eras: links in the cut such that
MDS code to sink. Whenm > z/2, source sends hone of the remaining links in the cut are downstream of
(n,Dy_ 2(2— m)+) MDS code to sink. By using the samechosen2z links. Then we sum the remaining link capacities

strategy in the proof of Lemma 1, we can achieve the ra@@d take the minimum over all cuts. Because of downstream
C. condition, when the link capacities betwegrmand A are much

m larger than the link capacities betwe&handU as shown in
Fig. 2 (a), Singleton bound may not be tight. Whenr= 2,
IV. UPPER BOUND generalized Singleton bound gives upper bound 20. However,
First we restate our previous generalized Singleton uppghen adversary declares that he will use two forward links
bound [9] below. Similar upper bound result was presentdeétweenS and A, we obtain the erasure bound 4.



Fig. 2. Four node acyclic directed networks: There are seffity large number of large capacity links frofito B, and from A to U, respectively. (a)
There are 2 links of capacity 10 froisi to A and 4 unit capacity links fronB to U. (b) There are 5 links of capacity 3 frosi to A. There are 2 links of
capacity 2 and 3 links of capacity 1 frofd to U.

We consider the network in Fig. 2 (b). Suppose that Lemma 4: Suppose for a cu), there exists a set of nodes
2. Applying generalized Singleton bound gives upper boundl = {vq,..,v;} CV — P such thatm4(Q) < z. For anyk <
16. If adversary declares that he will use one of forward link— m 4(Q), first choose any set df forward links P4 (Q) C
betweenS and A and sink knows it, we erase that link andF4(@). Then choose a set af— k —m4(Q) links R4(Q) C
apply generalized Singleton bound on the remaining netwoi® — P4 (Q) such that none of the remaining links ¢h are
Then our upper bound is improved 15. The intuition behindownstream of links iR 4(Q). Let Z4(Q) = Pa(Q)URA(Q)
this example is that when adversary ys€ z large capacities denote the set of chosen— m 4(Q) forward links. Similarly,
links such that they are not iz downstream links, erasingfor any set of node®3 = {ji,..,5.} €V — P — A such that
thosep links and applying generalized Singleton bound omg(Q) < z, we choose any set of < z — mp(Q) forward
remaining network with(z — p) adversarial links can give links Pg(Q) C F(Q) and a set of—p—mp(Q) downstream
tighter bound. links Rp(Q) C Q—Z4(Q)—Pp(Q). Let Z5(Q) = Ps(Q)U

For the network in Fig. 3, wherr = 4, min-cut is Rp(Q). Let M be the total capacity of the remaining links
37 and generalized Singleton bound gives upper bound 2hQ — Z4(Q) — Zg(Q). Then
Suppose that adversary declares that he will use feedback
link betweenC and D, anq forward Iﬁnk wit_h capacity 6 Proof: We assume thatX| > ¢, and show that this
betweenS and A. By applying generalized Singleton bounqeads to a contradiction. Lét' (Q) denote the number of links
on remaining network with two adversarial links, we obtain h S P% nY: p the definiti a1/ th
37-6-(3+3+3+3)=19. The intuition behind this example iatth on.t € cth: _|nce| | >a” rosn € definition of7, there
the links between and C and the links betwee® and U exist two dlstmc.t cod_ewords:,x € X such that error-free
have the same topological order by erasing single feedb %Lf{puts on the links i) — Z4(Q) — Z5(Q) are .the same.
. : : g eta =1|Z4(Q)| andb = |Zp(Q)|. So we can write
link betweenC' and D. Since generalized Singleton bounz‘
is obtained by erasingz links on the cut such that none of O(x) = {Y1, s YK (Q)—a—b> UL, --s Ua, W1, ., Wh },
the remaining links on the cut are downstream of any erased o) = { , P A
links, by erasing single feedback link betwe€nand D, we v Yts - UK (Q)=a=bs Uy s Uas W1 s Wh 1
can have tighter Singleton bound even with less number where (y1, .., yx(@)—.—s) denotes the error-free outputs on
adversarial links. Moreover, by erasing the link with capac the links inQ — Z4(Q) — Zg(Q), (u1,..,ux) and (uf, .., u},)

6 which is the largest betweefiand A as we did in example denote the error-free outputs on the linksAn(Q) for = and
in Fig. 2(b), we can also improve our upper bound. x' respectively, andugy1,..,u,) and (uj_,,..,u,) denote

Now we introduce another cut-set upper bound. For any dhie error-free outputs on the links iR4(Q) for = and '

Q = (P,V—P)and asetof noded CV — P, let Fo(Q) = respectively. Similarly, letw,, ..,w,) and (w}, .., w;,) denote
{(a;b) € E:a € P,be A} C Q andW4(Q) = {(a,b) € the error-free outputs on the links iRz(Q) for = and 2’
€ :a € Ab e P} C QF to denote the set of all forward respectively, and letw, 1, .., w;) and (wy, 11, .-, wy,) denote
and feedback links incident to nodes iy respectively. Let the error-free outputs on the links iRp(Q) for = and 2’
[Wa(Q)] = ma(Q). respectively. We will show that it is possible for the adeeys

log | X| < M -logg.



Fig. 3. Six node acyclic networks: There are sufficienthgéanumber of large capacity links frosi to B, from B to D, from A to C, and fromC to U
respectively. There are sufficiently large number of feelldadks from A to B. There is one feedback link frof' to D.

to produce exactly the same outputs at all the channel@ on
when errors occur on at mostlinks. When codeword: is
sent, we useB;(z) to denote the error-free output on feedback
link .

Assume the input of network i8. The adversary chooses
feedback links set4(Q) and forward links sef 4(Q) asz
adversarial links. First adversary applies errorsR(Q) to
change the output from; to u/ for V1 < ¢ < k and causes
each feedback link € W, (Q) to transmitB;(z). Since all
feedback links iV 4(Q) transmit the error-free output, when
the outputu; on any link in P4(Q) is changed, the outputs
of downstream links of it are not affected. This, .., u)
is changed to(u},..,u}) without affecting the outputs of
any other links. Then jammer applies errors &n(Q) to
change the output fromug 1, .., ua) 10 (uj 4, .., u). Since
the links in R4 (Q) satisfy downstream condition, the outputs

of any other links are not affected. Sink finally observes
/ / Fig. 4. Four node acyclic networks: There are 4 links of capafrom S
.. by WYy ey Uy Wy ooy Wh |-
{1, P YK (Q)=a=by U1y s Uas WLy -y v} to A. There are 3 links of capacity 2 and 1 links of capacity 4 fréhio U.

When codewordz’ is transmitted, the adversary chooses
feedback links setV(Q) and forward links seZg(Q) asz
adversarial links. Adversary applies errors on them to ghan
(w1, ..,wp) to (wh,..,w;) without affecting the outputs on log|X| <min min M,(Q)-logg.
other links as shown above. Then output is changed from ueU Qecut(su)

O(2') 10 {y1, ., YK(Q)—a—bs UL, - Uy, W1, .., wp }. Thus, sink Following example shows that we can obtain tighter upper

nodew cannot reliably distinguish between the codewords bound using Lemma 4. For example network in Fig. 4, when

andz’, which gives a contradiction. m 2 = 3, Lemma 3 gives upper bound 9. However, Lemma 4
gives tighter upper bound 8.

Given a cut @, we consider all possible sets Now we derive general cut-set upper bound that unifies
(Za4(Q),ZB(Q)) on the @ satisfying the condition on Lemma 3 and Lemma 4. Given a a@jt we choose the set of
Lemma 4. We choose set¥4(Q)*, Z5(Q)*) among them m < z feedback linksW c Q* and the set ok < z —m
that have the maximum total link capacities and defirferward links F ¢ Q. We useC""V, (Q) to denote the upper
M.(Q) to be the sum of the capacities of the links 6h bound obtained from Lemma 4 with — m — k adversarial
which are not in(Z4(Q)*, Zp(Q)*). This gives the upper links on the cut) after erasing? and F’' from original graph

bound



In this network, there is only one finite capacity sourceksin
cut cut({S, B},{4,U}) whose capacity i; + Ko = C.
Each feedback link fromd to B has capacity at leadt’;. We
useC, to denote the upper bound obtained from Theorem 2.

Now we show that rat&€”, is achievable in this network.
W and W denote the symbols sent iy and received byA
respectively on the links betweehand A. W is sent reliably
from S to B andW is sent reliably fromA to U. We consider
following strategy which will be used in both Lemma 5 and
6.

Strategy : At each time stepS and B together
send a (C,C,) MDS code to A and U across the
cut({S, B},{A,U}). A sends its codeword symbol§’ to
B along each feedback link using a repetition code. For each
feedback linki, let P, denote the information received Wy
on [. B comparesP; with W which is received fromsS. If
P, # W, then B obtains a guesg identifying the locations
of adversarial links betweefi and A assumingp; is reliable.

Fig. 5. Four node acyclic networks: this network consistsaainks of ; ;
arbitrary capacity fromS to A, b links of arbitrary capacity fromB to U, B sends the clainiX;, F) to U along each link betwees

sufficiently large number of large capacity links frofito B, sufficiently and U using repetition code. I, = W, B does not send
large number of large capacity links fror to U. From A to B, there are anything. The above strategy is applied at each time step. We

m feedback links and each feedback link has enough capadaity that A show that only a finite number of claims are sent altogether
can forward what it received fromf to B. . i ’
Lemma 5:Whenbd > 2z + 1, rate C, is achievable.
Proof: Sinceb > 2z + 1, any claim(X;, P;) can be sent

G. Let reliably from B to U using a repetition code.
) ) W Case 1) sink receives some claiy;, F;).
Cekm(Q) = (FCo UEI‘“:I}KZ_M{WCQRH‘I‘}}}l:mq}Cz,k,m(Q)- The sink compares; with W which is received fromA
o 7 h reliably. If P, # W, then feedback link transmitting®; is
Then we defineC’ (Q) as follows. adversarial and the sink ignores it. Otherwigg,is reliable.
C.(Q)= min min C,pm(Q). Since the claim is sent, the sink knows tHat= W # W
0<k<z—m 0<m<z and that guess; is correct. Thus the sink identifies at least
This gives the following upper bound. one adversarial link betwee$ and A, which is subsequently
Theorem 2:(General cut-set upper bound) Consider arignored.
z-error correcting network code with source alphabétin ~ Therefore, in this case, the sink remove one bad link
acyclic network. whenever B sends claims. We show that it is possible to
obtain correct solution afteB sends claimsnin{m, z} times.
log[X|<min min C,(Q)-logg If m > z, the sink can identify: adversarial links wherB

u€U QeCS(s,u
Now we show that this%ene(ral )cut-set bound unifies Lemn§&nds claims times.
3 and Lemma 4. In Lemma 4, whet = B = (), the bound Assume thatn < z. After B sends claimsn times, there
is the same as generalized Singleton bound. Thus, when &@ at most — m remaining adversarial links on the cut and
apply bound in Lemma 4 to Compu(éj;zvk(Q) after erasing thus (a + b — z + m) uncorrupted links. Now the sink check
W andF, choosingA = B = () gives the bound in Lemma 3. the consistency of outputs for aiy+ b — z+m) links on the
Itis also clear thaC'’""" (@) is the same as bound in Lemmacut. Suppose a sdt composed ofa + b — z + m) links on

z,m,k

4 whenF =W = 0. the cut gives the consistent output. This set includes &t lea
(a + b — 2(z — m)) uncorrupted links. From the definition
V. FOUR NODE ACYCLIC NETWORK of our bound in Lemma 3, whem < z, the sum of the

In this section, we show the tightness of the bound ¢f+b—2(z—m)) link capacities is larger than or equal .
Theorem 2 for the directed acyclic networks shown in Fig. 3hus we obtain correct output with rafé, from uncorrupted
This network consists of links of arbitrary capacities from links. SinceL gives the consistent output, we trust this output.
source nodeS to A, m feedback links fromA to B, b Case 2) no claims are sent.
links of arbitrary capacities fronB to sink U. There are In this case, we show that the correct output is achieved
sufficiently large number of large capacity links frofhto without using any claimsB does not sent any claim when it
B, and fromA to U, respectively, such that information fromreceivesiW from each feedback link. There are two possibil-
S can be sent reliably t@ and information fromA can be ities.
sent reliably toU. We useK; and K, to denote the sum of a) all links betweenS and A and all feedback links are
link capacities betweey and A, and B and U, respectively. uncorrupted.



b) some links betweert and A are corrupted and all and any set oz — b links betweenS and A, the sum of the
feedback links are corrupted such that each feedback lirdmaining link capacities are larger than or equal’to Thus
transmits error-free output. any uncorrupteda + b — 2z) links betweenS and A give the

In a), each feedback link transmit€ to B. In b), A sends correct message.

W # W but each feedback link changes iti#6 so thatB does We consider any feedback link. Based on informa-
not send any claims. We first consider all set$wfb—z+m) tion B received alongl, B sends claim(X;, P). Sup-
links on the cut. There ar@l+lszb+m) such sets of links. From pose that sink receives a set of distinct claii§l) =
the definition of our bound, the sum of aty+b—z) forward  {(X;1, P), .., (Xix, Pix), Y} for [ whereY denotes that no
links capacities are larger than or equaldo. Thus, for any claims received. Assume th@X;;, P;;) is received om; links
setL of (a+b—z+m) links, >, r(I) > C.. For each such and Y is received onny; links (ny + .. + ngy1 = b).
set L, the sink check the consistency of the output of Kdte First we ignore any(X;;, P;) claiming that there are more
obtained fromL. We also consider all sets ¢ +b— z) links thanz — (b — n;) adversarial links betweef and A. Since
such that each set includes alllinks betweenS and A and X;; is shown onn; links, believing X;; implies more than
any b — z links betweenB andU. There are(bfz) such sets. z adversarial links on the cut which is a contradiction. Thus,
The sink also check the consistency of the output of €ate each of remaining clainiX,;, P,;) specifies a sek; which is

for each set. composed of at leagti— (2 — (b—n;))) = a+b— 2z —n, links
Case 2) - 1) there is no set ¢ +b — z +m) link giving betweenS and A claimed to be correct byX;;, P,;). For each
consistent output. such claim, we check the consistency of the outputs ofWe

In this case, there are more than-m adversarial links on first show that if there exist two different claim(sX;;, P;;)
the cut. Thus b) cannot be happened and a) is true. Then thamel (X;;, F;;) both corresponding to consistent outputs, then
existsa + b — z links setL that includes alk links betweenS  those outputs should be the same. Siflcg = a+b— 2z —n;,
and A and gives the consistent output. Since a) is true, at most| =a+b— z —n;, and|L; U L;| < q,
z adversarial links are betweds andU. Thus L includesa
correct links betweers and A and at leash — 22 correct  |LiN Ll = (a+b—z—ni)+(a+b-z—-n;)—a
links betweenB and U. From the definition of generalized > a+b—-2z
Singleton bound, the sum of the capacities:dinks between
S and A and anyb—2z links betweenB andU are larger than
or equal toC. Since L gives consistent output, this outputAs We mentioned at the beginning of the proof, the sum of
should be correct. capacities of anya+b—2z) link betweenS and A are larger
Case 2) - 2) there is no set 0f +b— z) links that include than or equal taC.. Therefore(X;;, P;) and (Xy;, P;) give
all a links betweenS and A and give the consistent output. the same consistent output.
In this case, b) is true. Then there are at mest m Now we show that for any feedback lirlk we can remove
adversarial links on the cut. We choose a fetomposed at least one bad link or obtain correct output using) except
of (a+b— z+m) links on the cut which gives consistentwhen onlyY” gives consistent output and it is shown on more
output. Thenl. includes at leasta+b—2(z—m)) uncorrupted thanz links. We consider following cases.
links. Since the sum of théz 4+ b — 2(z —m)) link capacites ~ Case 1) all claims are ignored or none of the remaining
is larger than or equal t@’,, we obtain correct output from claims gives consistent output or all clais;;, P;) that give
(a+b—2(z —m)) uncorrupted links. consistent output satisfy thadt; 7 W
Case 2) - 3) There exist botfu + b — 2 + m) links set In this case, there are only two possibilities.
L, giving consistent output anth + b — z) links setL, that a) feedback link is adversarial.
include alla links betweenS and A and give the consistent b) all b links betweenB andU are adversarial.
output. If b > z, then feedback link is adversarial and we remove it.
We show thatZ; and L, gives the same consistent outputlf b < z, the sink checks the consistency of outputs from each
L, N L, is obtained from the cut by erasinglinks between set of(a+b— z) links betweenS and A. If no (a+b—z) links
B and U that L, does not include and — m links L, does set give consistency, there are more tharbh adversarial links
not include. From the definition of our bound in LemmdetweenS and A. Thus a) is true and we remove feedback
4, 3 cr.nL, (1) = C.. Thus L; and L, gives the same link I. Otherwise, there exists sétof (a+b— z) links giving
consistent output. Since at least one of a) and b) is trus, tkbnsistency, which includes at ledst+ b — 2z) uncorrupted

output is correct. links betweenS and A and sum of capacities of uncorrupted
B links are larger than or equal t6,. Thus L gives correct
Lemma 6:Whenbd < 2z, rateC, is achievable. output.

Proof: Whend < 2z, reliable transmission of claims Case 2) there exists a claiX;;, P;) giving consistent
from B to U is not guaranteed. First we show that angputput.
uncorrupted(a + b — 2z) links betweenS and A give the In this case,P; = W. We show that output obtained from
correct decoded output with raté,. From the definition of (Xj;, P;) is correct. If there is at least one correct link showing
Singleton bound, after erasig< 2z links betweenB andU  (Xj;, P);), then feedback linKk is also correct sincé; = W



and this claim gives correct output. Th(X,;, P;) is wrong
only when alln; links showing this claim are adversarial, in
which case, there are at mast n; adversarial links between
S andA. ThenL; includes at leasta+b—z—n;)—(z2—n;) =
a + b — 2z correct links and give correct output.

Case 3) onlyY” gives consistent output ang,;; < z.

First we check the consistency of outputs obtained fro
a links betweenS and A. If outputs are not consistent,
is incorrect and we go to case 1). Assume thdinks give
consistent output.

If npy1 < b— z, there are more than adversarial links
when we trusfy”. Thus we remove links showing.

Assume thab — z < ng1; < 2. Ay Ao As Ay U

If b <z, alinks betweenS and A include at least: — z >
a + b — 2z uncorrupted links. Thus we obtain correct output
from a links.

If b> 2, Y is shown omy 1 > b—z links andb—ngq1 >
b — z links show claims different fronY”. Thus there are at T _ T S "
leasth — » adversarial links3 andU. There are at most: —b C;% acty IiEﬁ/:rffé%ixigtgeXi " de][foﬁi%j“to'cg:f’ fiig\‘jonugmi 2‘%‘3
adversarial links betweefS and A and at leastt + b — 2z respectively. § = By, U = Ay41). We useF; and W; to denote the set
uncorrupted links. Thus we also obtain correct output fiom of forward links and feedback links from®; _; to A;, and fromA; to B;,
links. respectively|F;| = b; and |W;| = m;.

From cases 1, 2, and 3, for any feedback linkwe can
remove at least one bad link or obtain correct output using ) , ,
G(I) except when only¥ gives consistency and it is shown'S 1-layer zig-zag network. Given klayer zig-zag network

on more than: links. Thus the only remaining case is thaf> W& US€C: to denote the upper bound ghobtained from

only Y gives consistent output ang,.,, > » for all feedback ' neorem 2. _ S
links. Then each feedback link transmits error-free output  NOW We consider following strategy which is similar to that
B and sink knows it. There are following two possibilities. for @ four-node network. We us€ to denote the sum of all

a) all links betweenS and A and all feedback links are forward link capacities.
uncorrupted. Strategy : At each time ste§ and (B, .., Bi) together

b) some links betweers and A are corrupted and all Seénd a(C,C.) MDS code t0(4;, .., A) and U across the
feedback links are corrupted such that each feedback Iifigl: Forl < i < k, A; sends its codeword symbol$’ to

Br1 By

transmits error-free output. B; along each feedback link using a repetition code. For each
This case corresponds to the case 2 in Lemma 5. Therefd&dback linki, let /; denote the information received by,
we can obtain the correct output. along on!l. B, comparesP, with W which is received from

When we have correct output from some links, we add- ! £z # W, then B; obtains a guess; identifying the
remaining links on the cut sequentially and choose the lidRcations of adversarial links betwed# _, and A; assuming
that makes inconsistency. Then we detect at least one farwér IS reliable.B; sends claim(X;, P;) to A; 4, along each link
adversarial link and remove it. Therefore, after repeating USIng repetition code. I’ = W, B; does not send anything.

strategy at mostn times, we obtain the correct output fromf 07 V2 < j < k, A; sends any received claim frodi; ; to
MDS code. m the sink reliably. The above strategy is applied at each time

step. We show that only a finite number of claims are sent
VI. ZIG-ZAG NETWORK altogether.

In previous section, we have shown that our upper boundLemma 7:Given a family of k-layers zig-zag networks
is tight in a four-node acyclic network. In this section, weuch that; > 2z+1 for 2 < < k+1, rateC, is achievable.
consider a more general family of zig-zag networks. We Proof: Sinceb; > 2z +1 for 2 <i < k + 1, any claim
present conditions under which our upper bound is tight. (X;, ) can be sent reliably fron®; ; to A; using repetition
We call zig-zag network shown in Fig. 6/alayer zig-zag code. ThenA; sends this claim reliably to sink. In case 1,
network. There are sufficiently large number of large cagaciwe show that at least one adversarial link is removed wheneve
links from A; to A, and fromB; to B, for V0 <i < k, Sink receives some claim. We also show that correct output is
respectively. § = By, U = Aj41). Thus, reliable transmission always achievable when no claims are sent in case 2.
is possible from4; to A;, and fromB; to B; for Vi < j. We Case 1) sink receives some cla{iy;, ;).
useF; andW; to denote the set of forward links and feedback Assume that feedback link is betweenA; and B;, and
links from B;_; to A;, and fromA; to B;, respectively. Let B; sends this claim ta4;,;. In this case, we use the same
|F;| = b; and|W;| = m,. Itis clear that the four-node networkstrategy as in the case 1 in Lemma 5.



Case 2) no claims are sent to the sink. {4;,,.,A;} € {A, A, ., Ay} — A* by applying

In this case, there are following possibilities. Lemma 4 after erasing™ andW*. Pa« C Fs, U..U Fa,
a) All forward links in (Fy,..,Fy) and feedback links in Pg« C Fa,  U..UFy, , Zax = Pa U Ry, and Zg« =
(W71,...Wy) are not corrupted. Pp-URpg-. Sincem,; > z, from the definition of upper bound

b) For some{iy, ..,i,} C {1,2,..,k} such thatm;, +..+ inLemma 4,4, ¢ A* and A, ¢ B*.
m;, < z, all feedback links in¥;,, .., W; ) are corrupted and  First we show thatV* ¢ W, U.. U Wy. Sincem; >
some forward links in &3, , .., F;)) are corrupted. Fokj ¢ 2, from the downstream condition of our bound, erasing any
{i1,..,ip, k + 1}, links in F; andW; are not corrupted. feedback links irf/; does not give any chance to erase forward
Let N = {(i1,..,1p)[1 < i1 < .., <idp < kymy +..4+my, < links in FyU..UF}. SinceC”, is optimal, W* C Wy U..UWj.
z} U {0}. (Note that{()} corresponds to the possibility in a)).Then Z4-, Zg- C F;;1 U ..U F}. Therefore, when we apply
From a) and b), there aféV| + 1 possibilities. Exactly only Lemma 4 on original grapl§ after erasingt’* and W+, it is
one of them is true. Now we describe how correct solutiatiear that choosing 4~ and Zg- gives the same upper bound
with rateC’, can be obtained. We check the consistency of then G. Moreover, when we choose optimal nodes &ét)’
output for each possibility. For eaghy, ..,i,) € N, we check and(B*)’ to apply Lemma 4 org, (4*)" and (B*)’ can also
that there arék’ — (2 — (my, +..+m;,)) forward links giving contain nodes irfA4y, .., A;_1) respectively, unlikely when we
consistent output such that removed— (m;, + .. +m;,)) chooseA* and B* on G’. Therefore,C, < C..
forward links are inF;, U..UF; U Fj,. We useG (i1, .., 1i,) Step 2) We show that rai€, is achievable.
to denote the the set of such forward links giving consistenc From our achievability results on the four-node network,
If there is no suchK’ — (z — (m;, +.. +m;,)) forward links  rate C, is achievable sinc€. < C’. Thus, given a zig-zag
giving consistency, we removg, ..,i,) from N and ignore network, we first remove all feedback links betwedp and

corresponding possibilities. B; (1 < i < k) and apply the same achievable strategy for
Case 2) - 1)N| =1, i.e., only one element is remained infour-node network.
N From Step 1) and 2), we complete the proof. [ |

Since exactly one ofN|+ 1 possibilities is true, we should
choose remained pOSSIbI'Ity and obtain a correct congisten VIl. NETWORK ERROR CORRECTION WITH A CAUSAL
output. ADVERSARY

Case 2) - 2)N| > 1. _ _ . _ _

We show that every remaining elementingives the same  In this section, we consider network error correction Wlth a
consistent output. Suppose that, ..,4,) and (ji, .., j,) are caus:al adversary: So far, network error correction was Inain
remained inN. G(iy, ..,i,) gives K — (z — (my, + .. +m;)) studied for acyclic delay-free network with assumptionttha

forward links giving consistent output such that remoyee-  @dversary has complete knowledge of network. Recently, the
(mi, + .. +m;,)) forward links are inF;, U..U F;, U Fj1. problem of codes against causgl adversary was considered
Similarly, G(j1, .., j) givesK — (z— (m;, +..4+m;, )) forward [12]_. network error We add following two assumptions on our
links giving consistent output such that removed- (m;, + ©riginal problem. _ _

..+ mj,)) forward links are inF;, U..U Fj_ U Fyy 1. In this 1) Memory network: internal nodes in the network employ
case, from the definition of cut-set upper bound in Lemma Bemory and can send information based on what it received
sum of the capacity of forward links assumed to be correct @ter sufficient amount of time.

both G(is, ..,i,) and G(ji, .., j.) are at least,. Since each 2) Causal adversary channels: In contrast to classicaradve
guess gives the consistent output, these two guesses pavess@rial model in which adversary knows complete messages,
same output. Since any two remained guesses igives the the decisions of the jammer must be made in causal manner

same consistent output, all remaining guesses give the sdA#@. When source transmits codewords;, .., X,,), for each
output. codewordX;, the jammer’s decision on whether to corrupt it

m or not (and on how to change it) must depend onlyonfor
Using above achievability result, we derive another condi-<
tion under which our bound is tight. By assuming above conditions, we can find the capacity of
Lemma 8:Given a family of k-layers zig-zag networks networks in previous sections. We first consider a two-node
such thatm, > z andb; > 2z + 1 for Vj > t 4+ 1 for any network consisting ok > 2z+1 forward links. LetD,, denote
1 <t <k, rateC, is achievable. the sum ofp smallest link capacities anfl; denote the sum
Proof: We consider a reduced zig-zag netwgrkwhich of all link capacities. We show that rafey, . is achievable by
is obtained from given &-layer zig-zag network by erasingfiguring out the locations of adversarial links correctlynyp.

my + .. + my_; feedback linksi¥; U .. U W;_;. We useC’, Lemma 9:Given a two-node network, capacitip,_. is
to denote the upper bound @i from Theorem 2. achievable w.h.p.
Step 1) We show that’, < C.. Proof: It is clear thatD,,_, is upper bound. For achiev-

Suppose thatC?, is obtained fromG’ by choosing k& ability, it is sufficient to show that sink can figure out the
forward links set F*, m feedback links setiW*, and locations of adversarial links betweénand A correctly w.h.p.
A = {A;, Ay © {A, A1, A} and B = Suppose that is arbitrarily small number.



We consider following strategy. For amy> 2K /¢, we call
n time slots a period. We usf, .., a% ) and(aj, ..,a% ) to
denote the information source sends and sink received at tim
slot ¢, respectively.

1) ForN > 2/e, source send§i, .., a% ) and sink receives
(a,..,a%,) during first N x n time slots.

2) After N x n time slots, source choosesradimensional
row vector(ry, .., r,) uniformly at random fromGF™(q) and
sends it to sink along each link. Singe> 2z + 1, this vector
can be sent reliably.

3) For ith period (1 < i < N), source sends [2]
(0 rat IS i TYT) along each  link.
Note that(rq, ..,r,,) are fixed overN periods. 13]

4) Based on linear sums sent reliably, sink figures out the
locations of adversarial links. [4]

At step 3), source sends linear sum of each correct bit during
n time slots. Sincé& > 2z+ 1, this linear sums are transmitted
reliably to sink.n + K; - N bits for vector and linear sums (6]
are transmitted aftetV - m time slots. SinceV > 2/¢ and
n > 2K /e, (n+K;-N)/(N-n) < e and those transmissions
are possible along each link with capacityNow we show that
sink can figure out the locations of adversarial links cdtyec [g]
with high probability. Sink knows corre¢t, .., r,,) and linear
sums (37 a0 LS el TV for each of 0
ith perlod Without loss of generality, suppose that source
sends(at, .., a,) to sink through some adversarial link at an)f 10]
time t. During ith period, sink figures out this link is not
adversarial only if(37_ ryap ™" = S0 rjap YY)
forall 1 < k < h. Thus, for any link transmitting bits, given
(apU=DH ami=Yy and (@ LA for 1< k< g
h, the probability that smk figures out incorrectly is at most
h/q. Thus, for every link, sink can figure out correctly with
probability at leastt — K /q. ]

Corollary 1: For any zig-zag network with forward links,
rate D;_, is achievable.

Proof: Since zig-zag network has only one cut with finite
volume, ignoring all feedback links across the cut and apgly
Lemma 9 to the remaining network gives the result. =

VIIl. CONCLUSION AND FUTURE WORK

In this paper, we consider network error correction with
unequal link capacities and present new results on errer cor
rection capacities and upper bounds. We first charactdnize t
capacity of a two-node network with multiple feedback links
and show that feedback links can be used to increase the error
correction capacity. We propose a new cut-set upper bound
for general acyclic networks that tightens our previouseupp
bound. We consider a family of four-node acyclic networks
and show that our bound is tight when each feedback link
has enough capacity. For a more general family of zig-zag
networks, we present conditions under which our upper bound
is tight. Finally, we consider a network error correctiorttwi
a causal adversary and propose a high-probability approach
which can be used to achieve erasure capacity. Future work
includes to characterize the capacity region when feedback
link does not have enough capacity in the four-node acyclic

(1]

(11]

network. We will also investigate more conditions in zigyza
network under which our upper bound is tight.
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